Outcomes Management Systems

d/b/a Peoplequestedi.org

2775 Mayberry Drive

Reno, NV  89509

TERMS OF USE AGREEMENT

Outcomes Management Systems, d/b/a PeopleQuestEDI.org acts as a trusted confidential application service provider dedicated to providing a secure internet service that enables caregivers, providers, family and guardians of the special needs populations the ability to track and monitor critical areas of behavioral data collection, report distribution and communication. 

Outcomes Management Systems employs a high degree of security consciousness.  The environment at OMS currently encompasses the highest level of security as well as the Health Insurance Portability and Accountability Act of 1996 (HIPAA) security tenets that of the proposed regulations.  The overall priorities of OMS/PeopleQuest as an organization are to ensure security and be fully compliant with all HIPAA regulations, proposed and finalized.  Access, integrity, availability, ownership, authorization, dependability, authentication, and confidentiality are all major considerations within the OMS Security Policy.
OMS/PeopleQuest upholds its stringent Security Policy with the following security measures:

Audit Trail:  OMS/PeopleQuest maintains an audit trail and log of accesses to your behavioral/special needs profile.  

Role-Based Usage:   OMS/PeopleQuest grants varying degrees of access to users with different levels of authority within a provider practice.    

Encryption:   All communication between you and the OMS/PeopleQuest server is secured by using SSL version 3.0, which uses 128-bit encryption.  This is the highest level of encryption currently available commercially.
Data Security:  OMS/PeopleQuest is taking all reasonable measures to secure your data on our servers, and in our data center.  Our data center is both physically and electronically secured.  Our servers are isolated from the Internet by using a firewall, which is a hardware and software system that blocks access by unauthorized parties.
Confidentiality:   OMS/PeopleQuest has internal policies that keep your data private and confidential, and we will not share your data with any other party.
Legal ID and Password:   Access to your account is controlled by a login ID and a password, which you or your parent/guardian chose.  Strict login ID and password rules virtually eliminate the unauthorized user from gaining access.
Auto-Logoff:  OMS/PeopleQuest protects you against accidentally leaving your personal information active on a computer browser screen.  The OMS/PeopleQuest service ends your “session” if you are logged in to PeopleQuest but have not actively used the service for a set period of time.  This prevents others from accessing your account when you leave a session and forget to log out.
Digital Certificates:  PeopleQuest uses a digital certificate issued by DigiCert, Inc., a leading Secure Server Certification Authority.  This gives you the confidence that you are connected to a site operated by OMS/PeopleQuest and authenticated as such.
Sensitive Information:  OMS/PeopleQuest handles all your information with respect to its confidentiality and privacy.  We ask that you or your parent/guardian follow your provider’s policy on communicating sensitive information in their practice.
Business Partners:  We require people we do business with to obey privacy and security laws and respect HIPAA regulations.

Disaster Recovery:  We currently utilize the highest levels of disaster recovery available on the market which ensure uptime by preventing outages caused by power, security, environment, fire, and natural disasters.  Within these facilities, OMS/PeopleQuest is able to deliver the highest levels of reliability through a number of redundant subsystems, such as multiple Internet trunks coming in from multiple sources, fully redundant power on the premises and multiple backup generators.
Data Integrity:  OMS/PeopleQuest employs the latest products and technology to ensure data is always available and access to the site continues without interruption.

OMS/PeopleQuest respects your privacy and takes Internet privacy very seriously.  By accepting OMS/PeopleQuest’s Terms of Use, you or your parent/guardian consent to the use and disclosure of personally identifiable information provided to us as outlined in this Privacy Policy.  

Who is Collecting Information?

Because OMS/PeopleQuest provides a service for Web-based communications between you and your Provider, we ask you or your parent/guardian for the sort of personal information your Provider’s office needs in order to respond to and streamline the processing of your services.

We will not sell, share, or rent this information that is collected in the OMS/PeopleQuest service to others in ways different than from what is disclosed in this policy.  OMS/PeopleQuest collects information from you at several points in our service.

What Information is collected?

Subscriber Contact Information:
Information Request:  If you wish to request more information about OMS or PeopleQuest prior to registering, you or your parent/guardian are required to 
provide contact information (for example, name and e-mail address).  It is optional for you or your parent/guardian to provide additional contact 
information (for example, health plan and physician).  This information will be used by OMS/PeopleQuest to contact you or your parent/guardian about our services.

Pre-Registration:  At your or your parent/guardian’s option and based upon consents from you or your parent/guardian by your service provider, your service provider may elect to pre-register you for OMS/PeopleQuest.  The pre-registration process requires the collection of contact information about you (for example, name, address, etc).  Your Provider may provide additional information based on their information (for example, health records) which we collect.  This information will be used by OMS/PeopleQuest to contact you or your parent/guardian about our services.  In order to complete registration to use OMS/PeopleQuest, you or your parent/guardian will be asked to confirm the information provided and agree to the OMS/PeopleQuest Terms of Use.  You or your parent/guardian may request not to receive information from OMS/PeopleQuest at any time.
Registration:  We require the collection of certain contact information as part of the registration process (for example, name, e-mail address, home zip code, birth date).  You or your parent/guardian may provide additional contact information (for example, home phone number, and home address).  We encourage you or your parent/guardian to provide this information in order to enable optimal use of our service.  In many cases, you or your parent/guardian will be asked to enter this contact information directly.  In circumstances where the information has been pre-filled by someone other than you or your parent/guardian, you or your parent/guardian will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.  

If you arrive at OMS/PeopleQuest directly, the registration process requires you or your parent/guardian to choose a unique identifier (for example, sign in name and password) for your account.  You or your parent/guardian will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.

Consumer Information
Provider-Consumer Communications:  The purpose of OMS/PeopleQuest is to provide you and your Service Provider, Provider-Designated User or authorized member of a Provider Group with the ability to communicate with each other regarding support planning needs and/or general person centered 
matters.  OMS/PeopleQuest offers various messaging platforms relating to specific requests and/or purposes to facilitate these communications (for example, referral requests, appointment request).  Either you or your 
parent/guardian or your Provider, Provider-Designated User or authorized member of a Provider Group can initiate such messages and/or 
communication.  You or your parent/guardian’s response and/or provision of information regarding these communications is voluntary and you or your 

parent/guardian therefore have the choice whether or not to disclose this information.  Information provided via these communications may be used to update your records.  In addition, by initiating and/or responding to such communications, your records will be accessible to your Provider, Provider-Designated User, your parent/guardian or other authorized member of a Provider Group.
Certain communications (i.e. e-mails, messages) are recorded and maintained by OMS/PeopleQuest.  OMS/PeopleQuest will not edit the content of the communication between you and your Provider, Provider-Designated User or authorized member of a Provider Group.  OMS/PeopleQuest considers these communications to be personal and private and will not use or disclose these communications except as provided for in this Privacy Policy or where required by law or unless you, your parent/guardian, agree to additional use and disclosure of information provided via OMS/PeopleQuest.  However OMS/PeopleQuest may block or remove certain communications materials (i.e. offensive or otherwise unacceptable materials for which a complaint has been reported).

Provider Information:  From time to time your direct care staff or a member of your direct care staff may provide medical or other information contained in their medical records or consumer files to update or supplement your health records or other information about you in our service.  This may include sharing of information about you via integration between our service and certain systems used by your direct care staff containing information about you (i.e., medical record-keeping/storage systems, billing systems).  The provision and sharing of this information is optional by you or your parent/guardian based upon consents received from you or your parent/guardian.  In addition, OMS/PeopleQuest may share information provided by you or your parent/guardian in your records or in our service to update and supplement your medical or other information with your Provider or contained in your Provider’s systems.

Records:  The Record is a tool that permits you or your parent/guardian to provide and store information online, including, but not limited to health conditions, allergies and medications among other information.  You or your 
parent/guardian have the ability to enter information into your Record directly.  In addition, where you have authorized another person (a “Patient Account Manager”) to access your records, those individuals authorized by you or your parent/guardian will also have the ability to enter information into your records.  
Your Provider, a Provider Designated User or authorized member of a Provider Group may also enter information into your records.  
Pre-Filled Record:  In certain cases and at yours or your parent /guardian’s election, you may be able to opt-in to having your record information pre-filled and updated by a partner where that partner has obtained the necessary 
consents from you to disclose this information to OMS/PeopleQuest.  In addition, at yours or your parent/guardian’s option and based upon consents received from you by your physician and others, your Provider may elect to pre-fill information and create a record for you via OMS/PeopleQuest.  The creation of a record may include the collection of contact information, as well as certain health information about you, including health conditions, medications and allergies.  The provision of this information is optional by your Provider based upon consents your Provider has received from you.  You or your parent/guardian have the ability to request not to receive information from OMS.  
Provider and Provider-Designated User Information:

Provider Registration:  No matter how a Provider arrives at OMS, we require the collection of certain contact information as part of the Provider registration process (i.e. name, medical license number, and state of issue, primary specialty, office address, office zip code).  It is optional for you to provide additional contact information (i.e. office fax, e-mail address, date of birth, and secondary specialty), but you are encouraged to provide this information in order to enable optimal use of our service.  In many cases, you will be asked to enter this contact information directly.  In other cases that information may be pre-filled if you have already provided it to a related product or registration process of a business partner site and have consented to its disclosure to OMS/PeopleQuest through that business partner site.  In circumstances where the information has been pre-filled by someone other than you, you will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.

If you arrive at OMS/PeopleQuest directly, the registration process requires you to choose a unique identifier (i.e. sign in name and password) for your account.  If you arrive at OMS/PeopleQuest through a business partner site, the business partner site may provide a unique identifier that confirms to OMS/PeopleQuest that you are an authorized member from the business 
partner site.  You will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.

Provider-Designated User Registration:  :  No matter how a Provider-Designated User arrives at OMS/PeopleQuest, we require the collection of 
certain contact information as part of the Provider-Designated User  registration process (i.e. name, user function, and office zip code).  It is 
optional for you to provide additional contact information (i.e. office fax, e-mail address, date of birth, and secondary specialty), but you are encouraged to provide this information in order to enable optimal use of our service.  In many cases, you will be asked to enter this contact information directly.  In other cases that information may be pre-filled if you have already provided it to a related product or registration process of a business partner site and have 
consented to its disclosure to OMS/PeopleQuest through that business partner site.  In circumstances where the information has been pre-filled by someone other than you, you will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.

If you arrive at OMS/PeopleQuest directly, the registration process requires you to choose a unique identifier (i.e. sign in name and password) for your account.  If you arrive at OMS/PeopleQuest through a business partner site, the business partner site may provide a unique identifier that confirms to OMS/PeopleQuest that you are an authorized member from the business partner site.  You will be asked to confirm the information provided and agree to OMS/PeopleQuest’s Terms of Use before being able to use PeopleQuest.
How Will Your Information be Used and Disclosed?  
In addition to the disclosures and uses of information previously outlined, your information may also be disclosed and used as follows:


Use of Subscriber Information:  

OMS/PeopleQuest maintains an audit trail that keeps track of who has seen your OMS/PeopleQuest account and/or record and whether changes to your account and/or record have occurred.  You or your parent/guardian have the ability to view this audit trail to see all viewers of your account and/or record.  
You can always view pertinent information entered in OMS/PeopleQuest voluntarily.  If another individual is managing your account (i.e. mother managing account of her son), this person can view the information entered into OMS/PeopleQuest.

Your Provider, a Provider-Designated Use or authorized member of a Provider Group can use contact and/or health information about you stored by OMS/PeopleQuest to:


Invite you to register for OMS/PeopleQuest


Construct and update your record

Disclosure of Subscriber Information

Record:  

Once you or your parent/guardian ask your Provider to communicate with you using OMS/PeopleQuest, Your Provider, a Provider-Designated User or authorized member of a Provider Group may review your record and adjust it and respond to your messages.  If you or your parent/guardian would like to update or change information in your record, you or your parent/guardian can 
send a message to your Provider stating the change or correction you think is needed.

Your record, contact and health information is available to your Provider at all times when you or your parent/guardian communicates with your Provider, Provider-Designated User, or authorized member of a Provider Group or when they respond to your questions or requests.

If you have authorized someone else to access your records, those individuals authorized by you will have the ability to access your record and request updates and change information in your record.

Where your Provider, Provider-Designated User or authorized member of a Provider Group authorized by you or your parent/guardian determines that it is appropriate they may send a referral message to another provider and/or refer to you as a patient to another provider.  This referral message may include personally identifiable medical and/or health information about you, including, but not limited to, your record.  Although, the consulting provider may be able to view this information they are not able to update and/or edit the information.

Sharing of Information with Providers:  OMS/PeopleQuest may disclose the
contact, billing and/or health information provided by you, or your parent/guardian in our service to provide your provider with updated and/or supplemental information for their files or systems about you.

Compliance with Laws:  OMS/PeopleQuest will not disclose personal information (contact, health, and/or billing) to third parties other than provided for in this Privacy Policy, except when we believe in good faith that the law requires it or you or your 
parent/guardian have otherwise consented to additional use or disclosure of the information.  

Third Parties:  If you use OMS/PeopleQuest to link to another Web site, you may decide to disclose information at that Web site.  For example, you might provide your contact information to obtain an information packet from an organization.  Please be aware that in contacting that site, or in providing information on that site, that third party may obtain personal information about you.  This Privacy Policy does not apply 
when you leave OMS/PeopleQuest and got to a third party Web site from PeopleQuest.  We structure the OMS/PeopleQuest service so that no personal or 
health information goes in the search string or URL when you move from the OMS/PeopleQuest service to a linked Web site.  We encourage you to be aware when you leave our service and to read the privacy statements of each and every site that collects personally identifiable information.
Use of Provider Information

OMS/PeopleQuest Maintains an audit trail that keeps track of all messages sent by a Provider, Provider-Designated User or authorized member of a Provider Group.  You or your parent/guardian have the ability to view this audit trail to see all messages sent via your account.
You or your parent/guardian can always view all the information you entered in PeopleQuest voluntarily.
If you authorize an individual as a Provide-Designated User or authorized member of a Provider Group, that individual may access your messages and other account information with yours or your parent/guardian’s permission and can respond on your behalf.

OMS/PeopleQuest uses the information you supply to:


Invite you to register for PeopleQuest


Determine service use


Survey you to evaluate and improve the service

Operate the OMS/PeopleQuest system and to decide what services will meet our members’ needs

Provide information as required by law

Communicate back to you or your parent/guardian about customer service issues

Update you on service and benefits

Use a sponsoring organization’s information to customize your experience, or to show the sponsoring organization’s logo on OMS/PeopleQuest’s Web pages.

Can Patients Opt Out or Opt In to Specific Uses of Their Information?


Record Information:



Unless your Provider has pre-registered you, if you wish to share your record information with your Provider, you must authorize this Provider by sending a message to 

which the Provider accepts you as a consumer.  Your Provider has the ability to assign Provider-Designated Users and/or members of a Provider Group to receive your messages on his/her behalf and update/access your records and other medical and health information.

If you or your parent/guardian no longer wish to allow a Provider, Provider-Designated User or authorized member of a Provider Group to view your medical information, you or your parent/guardian may deactivate the Provider, Provider-Designated User and authorized member of a Provider Group by selecting the Provider deactivation option.  The Provider, Provider-Designated User and authorized member of the Provider Group will be able to view a static version of your Record as of the deactivation, but will no longer be able to view updates to your Record.
You or your parent/guardian have the ability to request the activation or deactivation of authorization of a Patient Account Manager at any time by notifying your Provider.  Once your Provider deactivates a Patient Account Manager, they will be able to view a static version of your Record as of the deactivation, but will no longer be able to view updates to your Record.

As we add services to the OMS/PeopleQuest service that require the collection, use or disclosure of data other than as set forth in this Privacy Policy, we will offer users the option to opt in or out of those services.

Storage and Maintenance of Information

OMS/PeopleQuest stores and maintains all electronic communications sent via PeopleQuest, the content of all web visits, your Record, contact information, financial information, and all attachments and/or files uploaded or posted to PeopleQuest.  For more information regarding the storage and maintenance of information, please refer to OMS/PeopleQuest’s Record Retention and Destruction Policy which is available on request.
Security

All communication between you and the OMS/PeopleQuest server is secured using SSL DigiCert, version 3.0, which uses 128-bit encryption.
OMS/PeopleQuest takes all reasonable measures to secure your data on our servers, in our data center.  Our data center is both physically and electronically secured.  Our servers are protected behind the Internet by using a firewall, which is a hardware and software system that blocks access by unauthorized parties.

For more information, please refer to OMS/PeopleQuest’s Security Measures.

What can I do to protect my Privacy?

In order to protect your privacy, you can:



Never share your sign in name or password



Always sign out when you are finished using our service

What if I have questions or concerns regarding this Privacy Policy?

If you have any questions about this Privacy Policy or the use of your information via PeopleQuest, please contact us at our Technical Support and Information line at 

1-866-333-0979.

How will I be notified about changes to this Privacy Policy?

OMS/PeopleQuest will only use your personally identifiable information in the manner described in the Privacy Policy in effect when we collected the information from you.  However, we reserve the right to change the terms of this Privacy Policy at any time by posting those changes on our service so you are always aware of what information we collect, how we use it, and under circumstances, if any, we disclose it.  If at any point, we decide to use personal information in a manner different form that stated at the time it was collected, we will notify users by way of a letter and a phone call.  You will be given the opportunity to opt-out for any additional uses or disclosures of your personal information that you made available to us prior to any such change in or Privacy Policy.
In addition, we urge you to check with us for any updates to this Privacy Policy from time to time.

PROTECTING CHILDREN

OMS/PeopleQuest is designed and intended for use by adults; and is not intended for, nor designed to be used by children under the age of eighteen (18).  A parent or guardian, however, may use PeopleQuest on behalf of a minor child, or a special needs child or adult.  The parent or guardian assumes full responsibility for ensuring that the authentication information is kept secure and that the information submitted is accurate.

TERMS OF USE
Outcomes Management Systems maintains the PeopleQuestEDI.org Service as a service to its customers.  By using the OMS/PeopleQuest owned and operated by Outcomes Management Systems or its affiliates, you are agreeing to comply with and be bound by these terms of use, which may change at any time.  You should carefully read and fully understand this notice before using the PeopleQuest service.

INTELLECTUAL PROPERTY
Copyright Materials and Other Intellectual Property

The information available through OMS/PeopleQuest is the property of Outcomes Management Systems and PeopleQuestEDI.org or its licensors and is protected by United 
States copyright, trademark, and other intellectual property laws.  Information received through the PeopleQuest Service may be displayed, reformatted, and printed for your personal, non-commercial use only.  You agree not to reproduce, retransmit, distribute, disseminate, sell, publish, broadcast, or circulate the information owned by OMS/PeopleQuest or its licensors received through the OMS/PeopleQuest service to anyone, including but not limited to other in your organization.  A copy made of information obtained through this Internet site must include the copyright notice.  Use, reproduction, 
copying or redistribution of OMS/PeopleQuest’s logos is strictly prohibited without expressed written consent from Outcomes Management Systems.  All software and accompanying documentation made available fro download form the PeopleQuest service is the copyrighted work of Outcomes Management Systems or its licensors.  The copyright holder retains software and documentation ownership.  Ownership is not transferred to you; rather, you are licensed to use the software and documentation.  
Trademarks
Outcomes Management Systems, PeopleQuest, and PeopleQuestEDI.org are trademarks or registered trademarks of Outcomes Management Systems.  All other Outcomes Management Systems services, service names, and proprietary tools, including, but not limited to Outcomes Management Systems, PeopleQuest, PeopleQuestEDI.org, are trademarks of Outcomes Management Systems.  All other brands and names are the property of their respective owners.  Nothing contained on the OMS/PeopleQuest service should be construed as granting any license or right to use any trademark displayed on this 

site without the express written permission of Outcomes Management Systems or such third party that may own the trademark.
Patents
Various aspects of Outcomes Management Systems, PeopleQuest, and PeopleQuestEDI.org are subject to United States patents pending.  
THIRD PARTY LINKS

Although the OMS/PeopleQuest System includes links providing direct access to third party Internet sites as a convenience, the inclusion of a link does not imply endorsement of the linked site by Outcomes Management Systems.  OMS/PeopleQuest takes no responsibility for the content or information contained on those other sites, and does not exert any editorial or other control over those other sites.  Nor does OMS/PeopleQuest take responsibility for the privacy policies and practices of these third party links.  OMS/PeopleQuest will remove any link from this site upon written request from the linked entity.  

I understand that by signing this form I am acknowledging that I have fully read and understand the Outcomes Management Systems/PeopleQuest Terms of Use Agreement.

_________________________________          ___________________________________ 
  Please Print Name




        Please Print Name

_________________________________          ___________________________________ 

  Signature





        Signature

_________________________________         ___________________________________ 

  Date






        Date


Signatures to this Agreement transmitted and exchanged via facsimile shall, for all purposes, have the same legal force and effect as the original signatures.
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